“Sample” Computer, Internet and Network Usage Policy
“Insert Name of City/Town” considers all computer, computer hardware, software and any and all information received or transmitted utilizing the city’s computer equipment, systems or accounts, including, but not limited to, email, as its property and information.

Like other City/Town property, these items and information are to be used for the benefit of the municipality.

 About E-Mail, E-Mail Attachments and Social Networking
Email is any message created or received on an electronic mail system, including, but not limited to, attached text or word processing documents, spreadsheets, or other data compilations transmitted through a computer or computer system.  Any email stored on, transferred through or utilizing city property is considered property of the City/Town, including email transmitted from or to a non-office computer.

 Social Media
With the rise of new media and next generation communications tools, the way in which municipal employees can communicate internally and externally continues to evolve.  While this creates new opportunities for communication and collaboration, it also creates new responsibilities for municipal employees. This Internet Postings Policy applies to employees who use the following:

· Multi-media and social networking websites including, but not limited to, MySpace, Facebook, Yahoo! Groups and YouTube

· Blogs

· Wikis such as Wikipedia and any other site where text can be posted

Social media use should not interfere with your responsibilities at the City/Town.  Our computer systems are to be used primarily for business purposes.  While incidental personal use of our systems at work may be acceptable under certain circumstances (breaks and lunchtime), excessive use of our computer systems for social media networks, personal blogging or creating other types of online content could result in the company limiting your ability to engage in these activities during work time and/or taking disciplinary action.

Any personal, non-business use of City/Town computers, peripherals, and software should be limited and not interfere with an employee’s prescribed duties and responsibilities.  

The City/Town reserves the right to review and approve or disapprove any and all communications sent out or created or received using any of the city’s computer equipment and to restrict or limit an employee’s use of any method of communication.

The City/Town may require you to correct, edit or remove a post or statement.  In addition, violations of these guidelines by employees can result in disciplinary action, including termination of employment.

Monitoring 
Employees have no proprietary interest and no reasonable expectation of privacy on any computer, computer software, or other electronic equipment provided by the City/Town. The City/Town reserves the right to monitor, review, inspect and access all employees Internet, social media and email activities to determine that the usage is related to the organization’s purposes and complies with all policies, practices, and procedures, including policies prohibiting harassment and discrimination.

The City/Town owns and is responsible for the computers, computer software, and other electronic equipment purchased or provided by the city and may inspect, repair, perform maintenance on, or search any computer owned by the city at any time.  

Employees and persons that interact with municipal employees should not expect information stored, saved, deleted or transmitted through municipal computers to be private, including, but not limited to, email messages.  Employees should expect that the City/Town is monitoring or auditing all such communications.

Importantly, the City/Town may keep copies of internet and email passwords.  Please note that the use of a password does not ensure confidentiality of any communication.

The following list of activities, which is not intended to be all inclusive, identifies prohibited uses of the City/Town computers, computer software, and other electronic equipment:

· conducting illegal activities;

· engaging in or conducting political activities;

· accessing, downloading, storing, or printing nude and/or pornographic material;

· gambling, wagering, betting, or selling chances;

· revealing or publicizing proprietary or confidential information that is not authorized;

· representing personal opinions as those of the Municipality;

· engaging in any activity for personal gain or profit;

· making or posting improper remarks or proposals (improper remarks include but are not limited to those that contain defamatory, false, inaccurate, abusive, obscene, pornographic, profane, sexually-oriented, threatening, racially offensive, discriminatory, or illegal material); and,

· other uses prohibited by this policy.
The only exception to the above is for instances in which access would be needed in the performance of job duties.  For your protection, you should receive written approval from your immediate supervisor prior to using or viewing these types of items.
Compliance with Vendor Licenses and Copyright Laws
All city employees shall, without exception, fully comply with all vendor licenses and applicable copyright laws.

Purchase and Installation of New Software Applications

The City/Town will provide employees with copies of legally obtained software.  The use of software from unauthorized sources could present security threats, interfere with the functioning of the network, and/or violate licensing agreements or copyright laws and such software will not be installed or used on the city computers.

Under no circumstances may employees download software from the Internet or save software attached to e-mail messages to their workstation or the network server without the prior written approval of their supervisor.

The City/Town has identified certain software titles as “standard software” for the city.  These standard software products are intended to meet the basic needs of the city and may change as new versions of current software become available or technology generally advances. A current list of standard software, which at a minimum will include an operating system, word processor, spreadsheet, presentation program, and browser, is available.  The standard software will be purchased and installed for all computers in the office by the designated person.
While standardizing the software used in the office will allow us to, among other things, obtain volume discounts and provide timely and knowledgeable support to users, city employees may request non-standard software.  This request will be reviewed by the designated person.

Even if software is purchased or downloaded individually by an employee after receiving prior approval, if the software interferes with the operation of the employee’s computer or the network server, it can be removed without notice to the employee.

Records of written approvals, purchases, and documentation of licenses will be maintained by the designated person.

Copying Software

The City/Town has installed licensed and registered copies of software programs on its computers and makes appropriate backup copies in accordance with the licensing agreements. No other copies of software or its documentation shall be made without the approval of the designated person, who may only approve additional copies in compliance with the software licenses and copyright laws.
Use of Software on Portable Computers and on Home Computers
In some cases, license agreements permit an additional copy of software on a portable computer or a home computer for business purposes.  Employees shall not make or install a copy of any software on any portable computer or home computer in violation of a license.  In any event, copies of software shall not be made or installed without first providing notice to and receiving the approval of the designated person.

Audits and Other Means to Assure Compliance and Removal of Unauthorized Software

The City/Town may make assessments of software use, announced and unannounced audits of the computers, and take any other actions that it considers necessary to assure compliance with this policy.  The City/Town may remove from any computer any unauthorized software found for which a valid license or proof of purchase is not available.

Use and Care of the City/Town Computers and Other Equipment. 
The City/Town has invested considerable funds in its computers, including laptops, and software. Employees must exercise caution and care in using, transporting, securing, and otherwise handling the city computers and software.

Laptops are particularly subject to damage and theft and employees traveling with a laptop must take reasonable precautions to prevent damage and theft of the laptop.

NOTE:  This document is not intended to be legal advice.  It does not identify all the issues surrounding the particular topic.  Public agencies are encouraged to review their procedures with an expert or an attorney who is knowledgeable about the topic. Reliance on this information is at the sole risk of the user.
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